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1 Preliminary notes 

This safety concept concerns all employees of the University of Göttingen and the University 
Medical Center Göttingen. 

The concept consists of three parts: 

 an organisational guideline for IT security which specifies the structures of the IT security 
 procedures, 

 this general security guideline, and 

 separate guidelines for specific measures, where required, to clarify the principles of the 
 general guidelines. 

The security concept at large follows the basic security manual (“Grundschutzhandbuch”) issued 
by the Federal Office for Information Security (BSI). 

Addenda and explanations of this general guideline can be found at http://it-sicherheit.uni-
goettingen.de. 

The catalogue of measures contains basic security measures, assuming that typically only low 
or medium protection is required. The validity of this assumption has to be verified for any IT 
system or IT procedure. If higher protection is needed, adequate additional measures must be 
taken. 

Not all measures are realisable at any time. Exceptions are generally allowed, subject to the 
condition that they are justified, documented, and approved (and thus accounted for) by the re-
sponsible department (typically the direction of the respective organisational unit). 
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2 General IT security measures for users 

2.1 General 

 A.1 Qualification of users 

Responsible for initiation: IT officer 
Responsible for implementation: IT officer 

Employees must receive task-specific training before they are allowed to operate IT 
equipment. They need to be familiarised with the applicable security measures and data 
protection requirements in particular. 

The training should always help to develop general security awareness and an under-
standing of the necessities of data protection. 

The training should also promote realistic self-assessment: the users should be able to 
know when to call in an expert. 

 A.2 Reporting security problems 

Responsible for initiation: IT officer 
Responsible for implementation: IT officer 

Security problems of any kind (system crashes, faulty behaviour of applications previous-
ly free from defects, hardware malfunctions, unauthorised intrusion, manipulations, con-
tamination by viruses, etc.) are to be reported to the IT personnel. Every severe incident 
must be documented and reported to the IT security task group (“Arbeitsgruppe IT-
Sicherheit”). 

 A.3 Penalties for violating security regulations 

Responsible for initiation: Head of department 
Responsible for implementation: Head of department 

Violations are prosecuted according to the applicable legal regulations. 

A violation is defined as a wilful or grossly negligent non-observance of the general IT 
security guidelines, especially 

 if it endangers the safety of the employees, users, contract partners, advisers, 
or property of the University of Göttingen, 

 if it results in severe financial loss for the University of Göttingen as a conse-
quence of compromising the security of data or business information, 

 if it includes accessing, compromising or altering systems or data without au-
thorisation, 

 if it includes using information belonging to the University of Göttingen for il-
legal purposes, or if it enables unauthorised access to personal data. 

Assessment and prosecution of a violation are always conducted in cooperation with the 
staff council if an employee of the university is involved. 
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If necessary to avert danger, network access points and user accounts may be tempora-
rily deactivated by the IT officers or the computer centre in accordance with the organisa-
tional guideline concerning IT security. 

2.2 Safeguarding the infrastructure 

 A.4 Physical admission control 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT users 

Unauthorised access to devices and unauthorised use of information technology must be 
prevented. When the staff is absent, offices containing information technology need to be 
locked. In arranging and installing devices, special care should be taken that data worth 
protecting cannot be seen by unauthorised persons. When printing such data, unautho-
rised removal of the printouts must be prevented. 

 A.5 Protection of mobile computers 

Responsible for initiation: IT officer 
Responsible for implementation: IT users 

When saving critical data on mobile computers (notebooks), special measures are to be 
taken to protect the data. Files must be encrypted. 

Notebooks should be kept locked away when not in use. 

Special attention should be paid to regular backups. 

2.3 Hardware and software 

 A.6 Controlled use of software 

Responsible for initiation: IT officer 
Responsible for implementation: IT users 

Only software necessary to fulfil work-related tasks may be installed on computer sys-
tems at the  University of Göttingen in order to protect the hardware. Arbitrary software 
installation and downloading software from the internet or running programmes received 
via e-mail in particular is only permitted if the software is positively not harmful to the IT 
system or the data network. In case of doubt, the permission of the direction of the re-
spective organisational unit is to be obtained. 

 A.7 No private hardware or software 

Responsible for initiation: IT officer 
Responsible for implementation: IT users 

The use of personal hard- and software in connection with technical services of the Uni-
versity of Göttingen and their networks is strictly forbidden. Exceptions can be granted by 
the head of the respective organisational unit. 

General exceptions apply to the employment of privately owned computers in courses 
and lectures as well as in areas marked specifically, such as libraries or students' work 
areas, and the GoeMobile radio network. 
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 A.8 Protection from viruses 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT users 

If technically possible, on all desktop computers a current virus scanner is to be installed 
which automatically checks all incoming files about to be opened. This way, malicious 
software can be detected and warded off at the time of intrusion. 

E-mail attachments should only be opened if they are of known origin and positively 
harmless. 

The responsible IT personnel is to be informed about any suspected virus infections. 

2.4 Admission control 

 A.9 Logging out and switching off 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT users 

When a desktop computer is left unattended for a short while, it must be password-
protected. When left alone over a longer period, the user must terminate all active appli-
cations and log out of the  system. As a matter of principle, systems are to be switched 
off at closing time. Deviations from these procedures are only permitted if they are essen-
tial for the project plan and/or if other security measures make them acceptable. 

 A.10 Individual identification 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT users 

All computer systems must be set up in a way that only authorised users can work on 
them. Thus, a log-on using a user ID and password is necessary. Every single user is 
assigned their personal user ID for working on IT systems. Using somebody else's user 
ID to work is not permitted. User IDs and passwords may not be passed on to other per-
sons. 

Systems used for general public access (such as kiosk systems or library workstations) 
are exempt from these rules. 

 A.11 Use of passwords 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT users 

Users must keep their passwords secret. Ideally, passwords should not be written down 
anywhere. 

It is recommended that the following rules regarding password choice are adhered to: 

 The password should be at least 8 characters in length. 

 The password should not be easy to guess (no names, licence plate numbers, 
dates of birth, etc.). 

 The password should contain at least one upper-case and one lower-case let-
ter and at least one number and one special character. 
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 Passwords must not be assigned to a shortcut key. 

 The password needs to be kept secret and only the user himself should know 
it. 

 The password must be changed regularly, at least once a year, and should be 
valid for at least one day. 

 New passwords must differ significantly from previous passwords over several 
change cycles. 

 The password should only be set out in writing once to escrow it, and it should 
be kept safe in a sealed envelope. If it is written down again, it should be kept 
as safe as a credit card or banknotes. 

 If unauthorised persons have seen a password, it needs to be changed. 

 Users should take care that nobody observes them entering a password. 

It is especially important to see to the observance of these rules if they are not automati-
cally enforced by the system. Deviations from these rules should be recorded in separate 
guidelines for password protection. 

If a user cannot log on to the system with his password, someone may have tampered 
with it by trying to guess it, to gain illegal access to the system. Such incidents are to be 
reported to the supervisor responsible and to the IT personnel (see A.2). 

In case a user has forgot his password, he should have an administrator reset it without 
previously trying to recover it by trial and error, to avoid that the system logs this as an in-
trusion attempt. 

 A.12 Access rights 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel 

A user should only be given those access rights that he needs to perform the tasks as-
signed to him. In particular, daily tasks should not be executed under a privileged user 
account (such as administrator, root, etc.). 

Assignment and modification of access rights for any administrative applications required 
to comply with certain legal requirements (data protection laws, German Commercial 
Code, etc.) are carried out only upon written request for every single user. 

In all other areas, the respective applicable regulations need to be observed. 

When assigning access rights, it is important to adhere to the separation of functions 
(administrators must not administrate themselves). 

 A.13 Network access 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT users 

Systems must be connected to the data network of the University of Göttingen and the 
University Medical Center Göttingen exclusively by way of the infrastructure provided for 
this purpose. It is not allowed to arbitrarily set up or operate additional connections (such 
as switches, modems, etc.). Exceptions may only be arranged by the responsible com-
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puter centres upon agreement with the respective IT officer and, where necessary, with 
the data protection officer. 

Only the designated systems may be connected to the data network, at the designated 
spots. 

 A.14 Telecommuting 

Responsible for initiation: Head of department 
Responsible for implementation: IT personnel, IT users 

In telecommuting, data leaves the confined space of the place where it is processed. To 
set up and organise telecommuting workplaces, a special contract (“service agreement”) 
is necessary. The general conditions of every individual case should be considered. 

The telecommuting IT user must adhere to the respective agreements established to en-
sure the security of the data handled and of the systems used. 

2.5 Safety of communication 

 A.15 Safe network use 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT users 

If possible, the use of encrypted communications services is to be preferred over unen-
crypted services. The transmission of critical data must be encrypted or safeguarded by 
means of other appropriate measures (such as discrete networks). 

2.6 Data protection 

 A.16 Data protection 

Responsible for initiation: Person in charge of procedure  
Responsible for implementation: IT personnel 

Systems should be backed up regularly to prevent losses due to faulty operation, tech-
nical problems, etc. As a matter of principle, data should be stored on central servers. If 
this is not (yet) possible, every user is responsible for backing up their own data. 

If there is central data backup, every user should make himself acquainted with the rules 
of data backup intervals and procedures for his respective area. 

2.7 Data storage media 

 A.17 Handling data storage media 

Responsible for initiation: Person in charge of procedure  
Responsible for implementation: IT personnel 

Data storage media must be stored in secure places. If necessary, a strongbox for media 
should be prepared. Furthermore, media should be labelled if their identification is not 
carried out by means of a separate technical procedure. When media are transported, 
they must be protected against possible damage. Critical data must be encrypted. 
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 A.18 Physical deletion of data 

Responsible for initiation: Person in charge of procedure  
Responsible for implementation: IT personnel, IT users 

Media containing critical data must be physically deleted before they are handed down to 
non-authorised persons. This can be done by means of appropriate software or with a 
magnetic deletion device. 

Media to be scrapped such as defective media must be made completely unreadable if 
they contain (or have contained) critical data. 

Further information on the deletion of media can be found out from: GWDG (Helpdesk), 
Geschäftsbereich Informationstechnologie für die Universitätsmedizin (Servicecenter), 
the Hotline of the Stabstelle DV for the university administration, or the data protection of-
ficers (“Datenschutzbeauftragte”) of the university and the University Medical Center 
Göttingen. 

2.8 Critical data 

 A.19 Critical data on desktop computers 

Responsible for initiation: Person in charge of procedure  
Responsible for implementation: IT personnel, IT users 

Saving critical data on desktop computer hard disks or other local media or removable 
media is only permitted if the security measures necessary according to the respective 
protection requirements have been taken (see for example § 9 German Data Protection 
Act, the Baseline Protection Manual (“Grundschutzhandbuch”) issued by the Federal Of-
fice for Information Security (BSI), or the instructions of the commissioner for data protec-
tion). 

 A.20 Safe disposal of confidential documents 

Responsible for initiation: Person in charge of procedure  
Responsible for implementation: IT personnel, IT users 

Documents containing confidential information (even draft copies) must be destroyed by 
means of a shredder. Otherwise the disposal can be taken care of centrally by a service 
provider. In this case, the university regulations must be followed. 

3 General IT security measures for IT personnel 

The measures discussed below are addressed to all employees at the University of 
Göttingen who perform responsible functions in IT operations and who bear responsibility 
in the organisational field. In particular, these are the IT section managers, IT officers, 
persons in charge of procedures, system and network administrators, application orga-
nisers, user service personnel, software developers, etc. The measures for IT users de-
scribed in the section above are taken as a given. 

On behalf of clarity, some of the measures will be listed multiple times, sometimes to be 
elaborated on or to be expanded. With specific tasks, particularly in the area of system 
and network administration, deviations from some of the rules discussed above may be 
necessary. In any case, the notion underlying the rule must not be invalidated but 
adapted to the given situation. 
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3.1 General 

 I.1 Responsibility 

Responsible for initiation: “IT Strategy” workgroup (“AG IT-Strategie”) 
Responsible for implementation: Head of department 

The implementation and observance of the regulations concerning IT operations are un-
der the responsibility of the respective heads of department, in accordance with the Or-
ganisational Guideline for IT Security.  

 I.2 Notifications about guidelines and responsibilities 

Responsible for initiation: “IT Strategy” workgroup 
Responsible for implementation: Head of department 

All members of the staff should be made acquainted with the Organisational Guideline for 
IT Security and the General IT Security Guideline of the University of Göttingen. The re-
view of these guidelines should be recorded in writing by the IT officers. 

Staff hired before the adoption of these regulations are to be made acquainted with them 
ex post. 

All staff concerned are to be informed about any additional guidelines and regulations 
concerning responsibilities valid for individual areas and concerning special procedures. 

All staff are to be informed about any alterations made to the guidelines and responsibil i-
ties. 

 I.3 IT officers 

Responsible for initiation: “IT Strategy” workgroup 
Responsible for implementation: Head of department 

The IT officers of the sections have major significance within the frame of the general se-
curity guideline of the University of Göttingen because they have to initiate and coordi-
nate technical and organisational measures for IT security which are essential for IT op-
erations; and they keep necessary records for their field of responsibility. They are con-
tact persons concerning questions of IT operations for co-workers from their section as 
well as for third persons. 

3.2 Organising IT security 

 I.4 Addressing IT security issues early 

Responsible for initiation: Head of department 
Responsible for implementation: IT personnel, IT users 

Questions of IT security are to be considered during the planning process when IT sys-
tems are acquired and when new procedures are introduced. 
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 I.5 Separation of functions 

Responsible for initiation: Person in charge of procedure 
Responsible for implementation: IT personnel, IT users 

For every IT procedure, the responsibilities for all areas are to be clearly defined. Gener-
ally, a separation of functions in procedure development and maintenance and in system 
administration is reasonable. Every staff member must be aware of the responsibilities 
placed on him and of the respective regulations. The limitations and intersections be-
tween the different roles must be clearly defined. 

 I.6 Documentation and description of IT procedures 

Responsible for initiation: IT officer, IT service provider 
Responsible for implementation: IT personnel 

It is recommended that to ensure the IT security of any procedure a documentation be 
written which contains at least the following information: 

 task of the procedure 

 system overview, network plan 

 intersections with other procedures 

 data description 

It is recommended that IT procedures be recorded from a security standpoint at least with 
regard to the following points: 

 deputisation arrangements, especially regarding administration 

 access rights 

 organisation, responsibility and implementation of data backups 

 installation and sharing of software 

 purpose, sharing and use of self-made software 

 standing instructions 

 work instructions for administrative tasks etc. 

 present security problems of any kind 

 emergency regulations 

 maintenance arrangements 

 procedure descriptions according to data privacy laws 

Only documented procedures may be conducted. The IT officer takes care of the current 
documentation in his area. He is responsible for creation and maintenance of the docu-
mentation in his area. Persons in charge of procedures, system administrators and appli-
cation organisers are obligated to cooperate. For areas of the technical infrastructure, the 
respective IT service providers may be in charge of procedure documentation. 
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 I.7 Documentation of events and errors 

Responsible for initiation: IT officer, IT service provider 
Responsible for implementation: IT personnel 

Events that might be indications of security problems may contribute significantly in the 
further development of the general IT security guideline. Hence they must be recorded. 
Security problems and events that might be important for overall IT security in the opinion 
of the staff member affected must be recorded. The staff member or the responsible IT 
office reports the recorded events regularly or if required to the “IT Security” workgroup. 

 I.8 Regulations for contract data processing 

Responsible for initiation: Person in charge of procedure 
Responsible for implementation: Person in charge of procedure 

A written agreement is the prerequisite for any IT procedure conducted on behalf of the 
University of Göttingen. Responsibilities for IT security must be unambiguously assigned 
with corresponding control mechanisms implemented. 

If personal data is processed within the frame of commissioned data processing, the re-
spective regulations according to the Niedersächsisches Datenschutzgesetz (“Data Pro-
tection Act of Lower Saxony”, NDSG) and the Bundesdatenschutzgesetz (“Federal Data 
Protection Act”, BDSG) must be followed. Special regulations concerning maintenance 
work provided Data Protection Acts are to be followed. 

 I.9 Technical equipment standards 

Responsible for initiation: “IT Strategy”workgroup 
Responsible for implementation: IT service provider 

To achieve a sufficient security level for IT systems, quality standards along the lines of 
this concept are to be defined by the “IT security” workgroup in cooperation with the cen-
tral IT service providers, adhering to the strategies defined by the “IT strategy” 
workgroup. 

 I.10 Providing centralised services 

Responsible for initiation: “IT-Strategy” workgroup 
Responsible for implementation: IT service provider 

An effective user service, centrally managed data protection, the possibility to store files 
on central servers, and the possibility to run programmes on application servers are im-
portant requirements to support daily work processes. Appropriate services should be 
centralised as far as possible. 

Software distribution, installation and inventory should be conducted with suitable tools. 
Measures for virus defence also need to be centralised. 

When using installation and inventory tools that operate network-wide, special anti-abuse 
measures should be taken. In particular, binding regulations must be established to make 
sure that these tools are only used for their intended purpose. To achieve this, among 
others a provision is necessary that the tools are only used from predefined, specially sa-
feguarded workstations. The number of staff members authorised to use these tools 
should not be higher than necessary. The users have to be informed before the deploy-
ment of these tools, and the deployment must be logged and documented. 
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 I.11 Using centralised services 

Responsible for initiation: Head of department 
Responsible for implementation: IT officer 

An effective user service, centrally managed data protection, the possibility to store files 
on central servers, and the possibility to run programmes on application servers are im-
portant requirements for safe and smooth IT operations to support daily work processes. 

The provision of important IT services by the central IT service providers helps to reduce 
the workload of the university facilities to enable them to perform their proper tasks. Cen-
tralisation of IT services serves to boost professionalism, and thus to improve IT security. 

The university facilities should only run their own IT systems as far as it is necessary for 
their own tasks, and they should rely on centralised services provided by the central IT 
service providers as much as possible. 

3.3 Staff measures 

 I.12 Deputisation 

Responsible for initiation: Head of department/Person in charge of procedure 
Responsible for implementation: Head of department 

Deputisation arrangements are needed for management and administration functions. 
The stand-ins must be able to perform all necessary tasks sufficiently well, and written 
work instructions and documentation should be provided for cases of doubt. The deputi-
sation arrangement must be represented in the system itself and not be achieved by 
passing on passwords. 

Deputisation rights should be permanently established within the system, with the excep-
tion of system-specific, non-personalised IDs (for example root in UNIX systems). In 
these cases, the stand-ins should only be able to access the escrowed administrator 
password if absolutely necessary. Separation of functions has to be respected in select-
ing the stand-ins. 

 I.13 Qualification 

Responsible for initiation: Head of department/Person in charge of procedure 
Responsible for implementation: Head of department 

IT personnel is permitted to operate IT only after sufficient instruction. During the instruc-
tion, the relevant security measures and the general legal conditions, and if necessary 
the requirements of data protection, should be explained. IT personnel must be kept up-
to-date on all aspects regarding their particular range of duty. 

3.4 Safeguarding infrastructure 

 I.14 Basic measures 

Responsible for initiation: IT officer 
Responsible for implementation: Technical Department 

In order to safeguard IT infrastructure, a multitude of constructional and technical specif i-
cations have to be adhered to. Technical measures concerning the infrastructure are de-
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scribed in the Baseline Protection Manual (“Grundschutzhandbuch”) issued by the Fed-
eral Office for Information Security (BSI). Fire protection lies within the responsibility of 
the fire brigade and the Stabsstelle Sicherheitswesen (“Department of Safety”) of the uni-
versity. The following measures serve to safeguard the IT infrastructure: 

 UPS (uninterrupted power supply) 

 Fire protection 

 Water damage protection 

 Protected cable laying 

 I.15 Protecting server rooms 

Responsible for initiation: IT officer 
Responsible for implementation: Technical department 

All computer systems used as servers, including peripheral devices (consoles, external 
hard disks, drives, etc.), should be placed in separate, specially protected rooms. Unau-
thorised access must be prevented under any circumstances. Special constructional 
measures, such as burglar-proof windows and doors, motion detectors, etc., should be 
established to prevent entering by force, depending on the particular need of protection 
and the external conditions (public access area, relative position to the road, etc.). Doors 
should be equipped with suitable locking systems and should close automatically; keys 
must be copy-proof. 

Key administration needs special regulations that prevent key issuance to unauthorised 
persons. Admission must be limited to those who require it to fulfil their duties. 

Regulations should be established as to which server rooms may be entered by cleaners 
and service personnel only under supervision. 

 I.16 Safe placement of terminals 

Responsible for initiation: IT officer 
Responsible for implementation: IT officer 

Unauthorised access to the equipment and use of IT must be prevented. IT rooms are to 
be locked in the absence of IT personnel. Keys and access rights must only be issued to 
authorised persons. The arrangement and set-up of IT devices should ensure that inter-
nal or confidential data cannot be seen by unauthorised persons. When printing such da-
ta, unauthorised removal of the printouts must be prevented. 

 I.17 Protecting network hubs 

Responsible for initiation: IT officer 
Responsible for implementation: IT service provider 

As a matter of principle, network infrastructure (switches, routers, hubs, wiring centres, 
etc.) is set up in locked rooms or in locked cabinets in restricted access areas that are 
protected against unauthorised access and vandalism. The same rules as given in I.15 
Protecting server rooms apply. 
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 I.18 Wiring and wireless networks 

Responsible for initiation: Head of Department 
Responsible for implementation: IT service provider 

LAN wiring should be clearly structured and fully documented in its current state. Admin-
istrators must keep a complete overview over wiring and terminal lay-out of central com-
ponents. 

Terminals not in use should be disconnected or deactivated. 

Extensions and alterations of the wiring within a building, as well as the establishment of 
wireless networks, must be coordinated with the respective IT officers and the responsi-
ble central institutions (GWDG/GB-IT in their role as computer centres, building man-
agement, “IT security” workgroup). 

 I.19 Instructing and supervising external staff 

Responsible for initiation: IT officer 
Responsible for implementation: IT officer 

External staff must be supervised while working in secured IT rooms (such as server 
rooms). Persons not immediately part of the IT personnel must be instructed on how to 
handle IT before they are admitted into IT rooms. 

If there is a possibility of access to personal data in the course of works by external com-
panies, e.g. in the context of remote maintenance, externals need to commit themselves 
to comply with the regulations according to §5 of the Data Protection Act of Lower Saxo-
ny (“Niedersächsisches Datenschutzgesetz”, NDSG) and §5 of the Federal Data Protec-
tion Act (“Bundesdatenschutzgesetz”, BDSG) respectively. Contracts under the terms of 
§6 NDSG and §11 BDSG must be concluded for maintenance works. 

Any operations conducted by external companies should be supervised and recorded in 
writing. 

3.5 Operating hardware and software 

 I.20 Acquisition, software development 

Responsible for initiation: IT officer 
Responsible for implementation: IT officer 

The acquisition of hardware and software should be coordinated with the respective IT 
officer. He or she is responsible for the compliance with standards and security require-
ments. 

When developing software, the functional and technological requirements must be speci-
fied beforehand. These procedures are conducted in close cooperation with the sections 
concerned. 

 I.21 Controlled use of software 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel 

Only software essential for job-related tasks may be installed on computer systems of the 
University of Göttingen as to protect university-owned hardware and the university net-
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work. Arbitrary software installation and downloading software from the internet or run-
ning programmes received via e-mail in particular is only permitted if the software is posi-
tively not harmful to the IT system or the data network. In case of doubt, the permission 
of the head of the respective organisational unit is to be obtained. 

 I.22 Separate development environment 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel 

Development or adjustment of software (especially server-based software) must not be 
carried out within the production environment. The transfer of software from the devel-
opment into the productive environment requires the approval of the IT officer. 

 I.23 Protection against malicious software 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel 

If possible, an up-to-date virus scanner is to be installed on all desktop computers to au-
tomatically check all incoming files about to be opened. Every section is obligated to pro-
vide anti-virus software. This way, intrusions by malicious code can be detected and pre-
vented. Virus detection patterns should be updated regularly (and if possible automatical-
ly). If malicious code is discovered within a system, the responsible department must be 
informed and the results of the instituted measures must be documented. 

It is recommended that searches for malicious programmes are conducted on all IT sys-
tems in danger on a regular basis (and as the need arises) and their results documented. 

Software updates provided by the software companies to counter security holes should 
be quickly installed after sufficient testing. 

Applications – especially web applications such as e-mail clients and web browsers – 
should be safely configured so that malicious software cannot unduly easily come into 
action. Only essential software is permitted to be installed as to minimise the attack sur-
face. 

If technically possible, applications should be run without operating system privileges 
(administrator rights). 

 I.24 Floppy-less PCs 

Responsible for initiation: Person in charge of procedure 
Responsible for implementation: IT personnel 

In case of increased protection requirements, all external access paths to a computer 
(such as floppy disk and CD ROM drives, USB ports, removable media) must be blocked 
if unessential for the tasks to be handled. The possibility to use application servers and 
drive-less desktop computers or terminals should be probed. Access to the computer 
BIOS must be password-protected. 
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 I.25 Fail-safe operation 

Responsible for initiation: IT officer 
Responsible for implementation: IT service provider, IT personnel 

Measures to ensure fail-safe operation are to be taken depending on the respective re-
quirements. IT systems needed to maintain orderly service must be kept sufficiently ca-
pable in critical situations by means of alternative solutions (redundant design of devices 
or standing in by similar devices with slightly weaker performance) or through contracts 
for maintenance with a short response time. 

 I.26 Theft protection 

Responsible for initiation: IT officer 
Responsible for implementation: Technical department, IT personnel 

Theft protection systems must be implemented where objects of high value need to be 
safeguarded if other measures, e.g. workstation access control, are impracticable. Theft 
protection systems make sense in places with public access or with a high fluctuation of 
users. Theft protection should not only protect the IT system itself, but also screen, key-
board, and other periphery if applicable. 

Research data and personal data are also objects of high value. Media with such data 
must also be protected adequately. 

3.6 Access protection 

As a general rule, only those persons who have received the permission from the re-
sponsible department are granted access to the University of Göttingen network and its 
resources. Any permission of use must be personalised, which means that anonymous 
user accounts should only be permitted in exceptional cases (e.g. to access FTP or 
WWW servers or for organisational purposes). The utilisation of a user ID other than 
one's own is prohibited. 

Generally, access to the network means accessing data, programmes or other re-
sources. Thus, the users' authentication on every single university desktop computer has 
special meaning. 

 I.27 Network access 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel 

Systems must only be connected to the data network of Göttingen University using the 
infrastructure provided for this purpose. It is forbidden to arbitrarily set up or use addi-
tional connections (such as modems) without the consent of the respective IT officer and, 
if applicable, the respective data protection officer. The network regulations of the Uni-
versity Medical Center Göttingen and the conditions of use of internet access via GWDG 
access points must be respected. 
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 I.28 Individual identification (authentication) 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel 

All IT systems must be set up in a way as to ensure that only authorised users can work 
with them. Therefore, a login using user ID and password is mandatory. Every single us-
er is assigned their personal user ID for working on IT systems. Using somebody else's 
user ID to work is not permitted. User IDs and passwords may not be passed on to other 
persons. 

Redundancies in user administration should be avoided. The assignment of several IDs 
to one person within a single IT system should only be allowed in cases of exception, e.g. 
for system administrators. Assignment and activation of user names should be conducted 
in an orderly procedure. Assignment and activation should be recorded. 

 I.29 Administrator identification 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel 

Using user IDs/accounts with far-reaching administration rights must be restricted to 
those tasks for which they are absolutely necessary and for which administrators are is-
sued special administrator IDs. Regular work should be done using a standard user ID. 
Administrator accounts should be named in an inconspicuous way so that their special 
status is not immediately obvious. 

 I.30 Resignation of employees 

Responsible for initiation: Head of Department 
Responsible for implementation: Head of Department, superior of the resigning em-

ployee 

The organisational procedure should guarantee that the respective IT officer is informed 
about an employee's resignation or change. The responsible department decides how to 
proceed with the data connected with that employee's user ID. Before leaving office, he 
or she must return any keys and documents containing security-relevant data. All access 
permissions and access rights that have been issued to the person concerned must be 
retracted or reset. If in exceptional cases a single access authorisation on an IT system 
has been shared by several persons, the authorisation must be changed accordingly as 
soon as one of them departs. 

 I.31 Passwords 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT users 

If passwords are used for authentication in an IT system, the security of access rights 
administration  depends largely on the correct handling of these passwords. Users must 
keep their password secret, and ideally not even write it down. 

It is recommended that the following rules regarding password choice are adhered to: 

 The password should not be easy to guess (no names, licence plate numbers, 
dates of birth etc.). 
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 The password should contain at least one upper-case and one lower-case let-
ter and at least one number and one special character. 

 The password should be at least 8 characters in length. A test must be con-
ducted as to how many digits of a password are checked by the computer. 

 Default or blank passwords (e.g. set by the producer before delivery of a sys-
tem) must be replaced by individual ones. 

 Passwords must not be assigned to a shortcut key. 

 The password needs to be kept secret and only the user himself should know 
it. 

 The password should only be set out in writing once to escrow it, and it should 
be kept safe in a sealed envelope. If it is written down again, it should be kept 
as safe as a credit card or banknotes. 

 The password must be changed regularly, at least once a year, and should be 
valid for at least one day. 

 If unauthorised persons have seen a password, it needs to be changed. 

 Old passwords must not be used again once a change of passwords has tak-
en place. 

 Users should take care that nobody observes them entering a password. 

If technically possible, the following basic conditions should be ensured: 

 The use of trivial passwords (such as “BBBBBB” or “123456”) should be pre-
vented. 

 Any user should be able to change their password at any time. 

 For new users' initial login, once-only passwords should be provided that must 
be changed after use. In networks with unencrypted transmission, once-only 
passwords should be used exclusively. 

 If a password is entered faultily three times, the account should be frozen, 
with only the system administrator being able to unfreeze it. 

 Passwords should not be transmitted unencrypted during authentication in 
networked systems. 

 Passwords should not be visible on screen while being entered. 

 Passwords should be saved access-protected within the system, e.g. by 
means of single-use encryption. 

 Regular password change should be initiated by the system. 

 Reuse of passwords after password change should be prevented by the IT 
system (password history). 

It is especially important to see to the observance of these rules if they are not automati-
cally enforced by the system. 
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 I.32 Access rights (authorisation) 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel 

Access rights are used to determine which users can access which IT systems, IT appli-
cations, or data in context with their functions. Users should only work with the access 
rights essential to their respective tasks. 

With all administrative or clinical applications subject to legal requirements (data protec-
tion laws, German Commercial Code, etc.), assignment and modification of access rights 
are carried out only upon written request for every single user. 

Access permission to certain desktop computers should be limited as much as possible. 
Special rights users, especially administrator accounts, should only be granted access to 
the essential computers (typically the respective server and the desktop computers). The 
possibility of limiting access permission to specified points in time should be explored. 
For example, access to important systems could be limited to the respective users' hours 
of work. 

 I.33 Changing access rights 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel 

The organisational procedure should guarantee that the responsible IT staff is informed 
in good time about alterations to a user's rights - e.g. as a consequence of a change in 
his or her tasks -  in order establish the changes within the system. 

 I.34 Logging out and switching off 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT users 

When a desktop computer is left unattended for a short while, it must be password-
protected. When left alone for a longer time span, the user must terminate all active ap-
plications and log out of the operating system. As a matter of principle, systems are to be 
switched off at closing time unless otherwise required by operational needs. As far as 
technically possible, every computer should be set to lock automatically after a longer pe-
riod of inactivity (e.g. 10 minutes) and to be reactivated only by entering a password. 

 I.35 Telecommuting 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT users 

In telecommuting, data leaves the confined space of the place where it is processed. 
Adequate technical measures should be used to make sure that 

 confidentiality and integrity of data transmitted during communication of the te-
lecommuting workplace with the office are ensured. 

 only authorised persons can access official data from the computer at home. 

 official documents are handled confidentially at the telecommuting workplace. 

 the telecommunication procedure is fully recorded in an unalterable way. 
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To set up and organise telecommuting workplaces, a service agreement is necessary. 
Furthermore, a separate contract must be entered which respects the general conditions 
of every individual case. If personal data is to be processed during telecommuting work, 
the respective data protection officer must be consulted in the process of authorising the 
telecommuting agreement. 

3.7 System and network management 

Adequate documentation, auditing and revision are vital parts of network security. The 
evaluation of these records with the help of adequate tools provides an insight into 
whether network bandwidth matches the demand and whether systematic attacks against 
the network have taken place. 

Depending on the way an IT system is used, adequate logging means should be em-
ployed to guarantee data security, data protection and accordance with audit require-
ments. The evaluation of the logging data is to be coordinated with the data protection of-
ficer, the staff council and internal revision, depending on the nature of the data logged. 

 I.36 Server-side logging 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT users 

Depending on the capabilities of the operating system, any attempt at system access, 
with and without success, must be automatically logged. Modifications to important sys-
tem parameters and the boot-up and boot-down of the system should also be recorded. 

The evaluation of the protocols should take place regularly and not too long after the data 
has been recorded. It must be made sure that only persons can access the protocols 
who have been given the necessary rights by the responsible department. The principle 
of purpose limitation in accordance with § 10, paragraph 4, NDSG (Data Protection Act of 
Lower Saxony) and § 31 BDSG (German Data Protection Act) must be respected. 

 I.37 Application logging 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel 

Logging by means of application systems must be conducted under the principle of 
avoidance of unnecessary data accumulation (§ 3a BDSG). The data generated by the 
application systems should contain as little personal information as possible and should 
be protected from unauthorised access. The rules stated above apply here too. The prin-
ciple of purpose limitation must be respected in particular when handling personal data. 

 I.38 Logging administrative measures 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel 

Administrators should be bound by organisational regulations (e.g. standing instructions) 
to record the actions performed within the scope of their duties according to the respec-
tive protection requirements and the data handled respectively. 
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3.8 Safe communication 

The entire communication of the university is safeguarded by an adequate security infra-
structure. Special attention is paid to communication between areas with differing protec-
tion requirements. 

All university IT users should be informed about the specific risks and dangers of elec-
tronic communication and data transfer. 

 I.39 Safe network administration 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT service provider 

Clearly defined procedures must exist to make sure that the local network is admini-
strated only by the staff intended to do so. Active and passive network components as 
well as servers must be protected against unauthorised access. Network logging data 
must be kept confidential and protected against unauthorised access. 

 I.40 Network monitoring 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT service provider 

Adequate measures must be implemented to diagnose and localise network capacity 
overloads and malfunctions as early as possible. 

Regulations and safeguards should be in place to make sure that the tools used for this 
purpose can only be accessed by authorised personnel. The number of authorised per-
sons should be kept as low as possible. 

 I.41 Deactivation of obsolete network access points 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT service provider 

All network access points not required must be deactivated to prevent unauthorised 
access to the network of Göttingen University. 

 I.42 Defining areas with differing protection requirements 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT service provider 

The data network must be structured in a way that subnetworks are provided for individ-
ual IT systems according to their respective protection requirements. Systems with differ-
ing protection requirements should not be operated within the same subnetwork. This 
serves to ensure that systems with high protection requirements cannot be compromised 
by less secure systems in the same subnetwork or by insufficient security measures at 
the gateways. Vice versa, this serves to ensure that the use of systems with lower pro-
tection requirements is not hindered unnecessarily in case higher protection require-
ments of another connected system must be respected. 
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 I.43 Controlled communication channels 

Responsible for initiation: IT officer 
Responsible for implementation: IT personnel, IT service provider 

Any communication between different areas or with external partners must be conducted 
exclusively via safe channels protected by special security systems (e.g. firewalls). Secu-
rity system standards should be defined in a way that non-essential communication is 
prevented, thus minimising attack surface. 

Installation and operation of additional communication connections other than the net-
work connections of Göttingen University is prohibited. If setting up additional communi-
cation channels is inevitable due to special circumstances (e.g. using a modem for re-
mote maintenance), a permit from the responsible department must be obtained. Any 
access by externals must be logged. 

3.9 Data protection 

 I.44 Organisation of data protection 

Responsible for initiation: Person in charge of procedure 
Responsible for implementation: IT personnel 

The data backup process must follow a documented data backup concept proportionate 
to the protection requirements of the data to be backed up. The concept should state the 
criteria for data backups. With personal data, the required minimum and/or maximum 
time spans must be respected. 

The data backup concept includes all data backup regulations (what is backed up by 
whom in which way, and when and how often and where). It needs to be established 
where and how the backup media are stored. Any backups and their storage must be 
recorded (date, backup method and parameters, media labelling, storage location). 

 I.45 Informing users about data protection 

Responsible for initiation: Person in charge of procedure 
Responsible for implementation: IT personnel 

All users able to use data backup systems should be informed about the data backup 
regulations in order to be able to notice and report shortcomings (e.g. a backup interval 
not suitable for their needs) or to carry out individual additional measures. 

 I.46 Carrying out data protection 

Responsible for initiation: Person in charge of procedure 
Responsible for implementation: IT personnel 

Data should preferably be stored on central file servers which have a regular central data 
backup procedure. If access to a file server is not (yet) possible, data is backed up local-
ly. 

For data with a recovery time of more than a few days, at least 3 backup generations 
should be kept. It is recommended to keep each backup for a period of 3 to 6 months. 
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 I.47 Carrying out data protection on servers 

Responsible for initiation: Person in charge of procedure 
Responsible for implementation: IT personnel 

Server-based data backup should take place at reasonable intervals. System and pro-
gramme data should also be backed up after their modification. The tools used should 
support backups using the generation principle for data which has a recovery time of 
more than a few days. 

If possible, configuration data for all active network components should be included in the 
regular data backup process. 

 I.48 Verification of data protection 

Responsible for initiation: Person in charge of procedure 
Responsible for implementation: IT personnel 

Data backup consistency must be verified by making sure the backups are readable. 
Backup data should be input at least once a year for testing purposes. 

3.10 Data storage media 

 I.49 Handling media 

Responsible for initiation: Person in charge of procedure 
Responsible for implementation: IT personnel 

Data storage media must be stored in safe places. If necessary, strongboxes for media 
should be prepared. Furthermore, media should be labelled if their identification is not 
carried out by means of a separate technical procedure. When media are transported, 
they must be protected against possible damage. Critical data must be encrypted. 

 I.50 Physical deletion of data and disposal of media 

Responsible for initiation: Person in charge of procedure 
Responsible for implementation: IT personnel, IT users 

Media containing critical data must be physically deleted before they are handed down to 
non-authorised persons. This can be done by means of appropriate software or with a 
magnetic deletion device. 

Media to be scrapped such as defective media must be made completely unreadable if 
they contain (or have contained) critical data. 

Further information on the deletion of media can be found out from: GWDG (Helpdesk), 
Geschäftsbereich Informationstechnologie für die Universitätsmedizin (Servicecenter), 
the Hotline of the Stabstelle DV for the university administration, and the data protection 
officers (“Datenschutzbeauftragte”) of the university and the University Medical Center 
Göttingen. 

Repairing damaged media containing confidential data is only permitted in exceptional 
cases. If in such a case media are to be repaired by an external service provider, the 
contractor must undertake to keep the data confidential. This undertaking must be 
agreed to by contract. 
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 I.51 Safe disposal of confidential documents 

Responsible for initiation: Person in charge of procedure 
Responsible for implementation: IT personnel, IT users 

Documents containing confidential information must be destroyed by means of a shredd-
er; this shredder needs to comply with DIN 32757. Alternatively, document disposal can 
be carried out by a service provider. This contractor must possess the required certif i-
cates; the contractor must undertake to record the disposal. 

4 Inkrafttreten 

This guideline is put into force by the presidential board of the university and the management of 
the University Medical Center Göttingen. It comes into effect on the day after its announcement 
in the bulletin. 

 

 

Göttingen, 

 

Für die Georg-August-Universität Göttingen 

(ohne Universitätsmedizin) 

- Der Präsident - 

 

 

 

 

Prof. Dr. Kurt von Figura 

Göttingen, 

 

Für die Universitätsmedizin Göttingen 

- Der Sprecher des Vorstands - 

 

 

 

 

 

Prof. Dr. Cornelius Frömmel 

5 Appendix 

5.1 Checklists 

These checklists are taken from the guidelines for IT security issued by the Federal Office for 

Information Security (BSI). They serve to assist IT officers and IT personnel in quickly gaining 

an overview of the weaknesses in the university IT system. 

 

IT Security Management 

 
Has management defined the IT security objectives and accepted that they are responsible for IT 
security? Have all the legal and contractual issues been considered? 

 Is there an IT Security Officer? 

 
Are IT security requirements considered early on on every project (e.g. during planning of a new net-
work, new purchases of IT systems and applications, outsourcing and service agreements)?  

 
Is there a summary of the most important applications and IT systems and their protection require-
ments? 

 
Is there an action plan that prioritises security objectives and sets forth how the agreed IT security 
measures should be implemented? 

 
Has it been determined in the case of all IT security measures whether they have to be carried out 
once only or at regular intervals (e.g. updates to the anti-virus software)? 
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 Have responsibilities been defined for all the IT security measures? 

 
Are appropriate deputisation arrangements in place for persons in positions of responsibility and are 
the stand-ins familiar with the tasks they have to perform in this capacity? Have the most important 
passwords been securely deposited for emergencies? 

 Are all the target persons familiar with the existing policy and responsibilities? 

 
Are there any checklists covering factors that need to be considered when new staff join or existing 
staff leave the company (authorisations, keys, training etc.)? 

 Is the effectiveness of IT security measures checked regularly? 

 Is there a documented IT security concept? 

 

Security of IT Systems 
  Are protection mechanisms in applications and programs used? 

  Is anti-virus software used across the board?  

  Have roles and profiles been assigned to all the system users? 

  
Are there controls in place as to which data each member of staff is allowed to access? Are there 
sensible restrictions? 

  
Are there different roles and profiles for administrators, or is every administrator allowed to do every-
thing? 

  Are the privileges and permissions of programmes known and controlled? 

  
Are security-relevant standard settings of programs and IT systems suitably adapted or is the delivery 
state retained? 

  Are unnecessary security-relevant programs and functions systematically uninstalled or disabled? 

  Are manuals and product documentation read promptly? 

  Is detailed installation and system documentation created and updated regularly? 

 

Networking and Internet Connection 
 Is there a firewall? 

 
Are the configuration and functionality of the firewall monitored and critically examined at regular in-
tervals?  

 Is there a concept as to which data has to be offered to the outside world? 

 
Has it been specified how dangerous add-on programs (plug-ins) and active content should be 
avoided? 

 Have all unnecessary services and program functions been disabled? 
 Are web browsers and e-mail programs securely configured? 
 Have all staff been adequately trained? 

 

Compliance with Security Requirements 
  Are confidential information and data media stored carefully?  

 
Is confidential information deleted from data media or IT systems prior to maintenance and repair 
work? 

 Do staff receive regular training on security-relevant subjects? 

 Are there any measures in place that are aimed at raising the security awareness of the workforce? 

 Are existing security objectives monitored and security breaches disciplined? 

 

Maintenance of IT Systems: Handling Updates  
  Are security updates regularly installed? 

 
Has someone been appointed to keep up-to-date on security characteristics of the software used and 
relevant security updates? 

 Is there a test concept for software modifications?  

 

Passwords and Encryption 
  Do programs and applications provide security mechanisms like password protection and encryption? 
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  Have the security mechanisms been activated? 
  Have default or blank passwords been changed?  
  Are all staff trained at choosing secure passwords?  
  Are workstations protected in the absence of their owner by a password protected screensaver? 

 
Are confidential data and systems that are especially at risk such as notebooks adequately protected 
using encryption or other safeguards? 

 

Contingency Planning 
  Is there a contingency plan with instructions and contact addresses? 

 Are all the necessary contingency situations covered?  

 Is every member of staff familiar with the contingency plan and is this easy to access? 

 

Data Backup  
 
  Is there a backup strategy?  

 Have rules been laid down as to what data should be backed up and for how long?  

 Do backups also include laptop computers and non-networked systems?  

 Are the backup tapes checked regularly? 

 Are the backup and restore procedures documented?  

 

Infrastructural Security  

 
Are the IT systems adequately protected against fire, overheating, damage due to water, overvoltage 
and power failure? 

 
Is access to important IT systems and rooms controlled? Do visitors, tradesmen, service staff etc. 
have to be accompanied and supervised? 

 Is there adequate protection against intruders?  

 Is the entire stock of hardware and software recorded on an inventory list? 

 


