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Introduction  
  

Due to enhanced occupational safety [1], well-being [2], and faster access to information [3, 

4], companies are increasingly providing their employees with smart watches [5, 6]. Besides 

their beneficial effects on the employee’s daily work, they pose serious privacy risks based 

on their huge potential for gathering sensitive data. Our work [7, 8, 9] addresses these issues 

twofold. First, we evaluate privacy indicators (see Figure 1) serving to raise awareness about 

data collection, and second, we analyze which methods are suitable for employees to 

interrupt such data collection.  

 

This document presents the relevance of our results and how they can be utilized in practice.  

  

  
Figure 1 Examples of proposed indicators to visualize the collection of health data on a smart watch  
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Relevance  
  

IT professionals can benefit from our results as they improve the understanding of 

employees’ requirements and preferences regarding indicators of data collection. 

Furthermore, we present concrete methods to implement transparency and control 

mechanisms for smart watches when used in a corporate context. This way, our results 

empower IT professionals to improve their companies’ data collection processes by 

considering a user-centric approach to privacy.  

  

Utilization  
  

Our work addresses the problem of balancing organizations’ need for data collection and its 

potential negative impact on employees. Therefore, our work lies at the intersection of (1) 

empowering corporations to ensure employee health and safety, (2) optimizing their 

processes, and (3) the privacy needs and rights of employees. These rights can be found, 

e.g., in the European General Data Protection Regulation (GDPR).  

IT professionals can use our results to increase the efficiency of data protection measures 

using our user-friendly privacy indicators. Moreover, the efficacy of IT systems can be 

enhanced by improving users’ trust in data protection by empowering employees to control 

data gathering. Finally, we take into account the aesthetics of our indicators and the 

suitability of methods for the interruption of data collection.  

  

Support of UN activities  
  

The foundation of our research results can support the activities of the United Nations— 

particularly the Sustainable Development Goals (SDGs). This is because improving privacy 

contributes to the responsible use of technology and, thus, promotes SDG 16 [10].  

Our research is especially interesting for the International Labour Organization (ILO). The ILO 

deals, i.a., with the protection of workers’ privacy [11]. Our proposed privacy indicators and 

data control mechanisms directly support ILO’s goals by providing a transparent way of data 

collection. Furthermore, our methods of data collection interruption foster a privacy-friendly 

working environment. Hence, both of our main contributions can be used for future 

standards by the ILO.  
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