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Human Computer Interaction Cycle



Human Computer Interaction (HCI) Cycle [28]
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Human Computer Interaction (HCI) Cycle [12]
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Human Computer Interaction (HCI) Cycle [12]
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Human Computer Interaction (HCI) Cycle [28]

- Can you think of methods for the User Research phase?
- What about the User Evaluation phase?
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A Study: Left Alone Facing a
Di�cult Choice



Left Alone Facing a Di�cult Choice [27]

Problem

Fig. 1: On going trend
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Problem

Why?

• Increase in collecting users’ data, for e.g.:
• Targeted Advertising
• Dynamic Pricing
• Revenue Optimization
• Product Development
• Customer Support

• Low Privacy Enhancing Technologies (PETs) Adoption, beacause of e.g.:
• Users’ general uncertainty [16]
• Users’ unfamiliarity with PETs [24, 29, 22]
• Users’ misconceptions about security and privacy concepts [16]
• PETs’ poor usability [10, 19]
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Closer Look

Our Question

For Instance: 80% of the 257 participants of the study conducted by [2] expressed privacy
concerns, while only 6% had installed privacy-preserving applications on their mobile devices.
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Research Question

Research Question: What are the strengths and weaknesses of websites
promoting PETs in supporting individuals in their decisions?
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Methodology

Context

• Personal search - online landscape
• Four PETs

• Virtual Private Network (VPN)
• Tor
• Private Browser (PB)
• Private Search Engine (PSE)
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Methodology

Expert Analysis

• 69 websites promoting PETs
• Single product
• Comparing product

• 24 criteria in 7 categories, e.g.:
• Technology explanation
• Technology limitation and coverage
• Trust to provider and product
• Usability

• Two experts evaluated and rated websites
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Methodology

Fogg Behaviour Model

- Is anybody familiar with the Fogg Behaviour Model? - Have you ever
thought about why we do some ”stu�” and why we do not do some
other ones? - Have you ever wondered why we choose to do certain
things while avoiding others?
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Methodology

Fogg Behaviour Model [11]
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Result

Single-Product [27]
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Findings

Multiple-Product [27]
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Findings

Accessibility [27]
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Back to the beginning
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A Question!



Question!

Based on what we’ve learned together, to which stage of the human-computer interaction
cycle does this study belong?
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Question

I interviewed a group of privacy and security expert to learn how they might support
citizens in enhancing their online privacy and making informed decisions.

To which stage of the human-computer interaction cycle does this study belong?
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Question

I plan to recruit members of the general public to visit our lab and interact with various
websites that promote PETs, aiming to study these interactions.

To which stage of the human-computer interaction cycle does this study belong?
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Feedback

Thanks For Your Attention
Comments and Questions Are Welcome
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