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Human Computer Interaction Cycle



Human Computer Interaction (HCI) Cycle [28]
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Human Computer Interaction (HCI) Cycle [12]

Interaction Design Cycle

/ \
______ s
§i=y

Understand Specify user Design ivaalf'::
context of use requirements solutions gai
requirements

7 T
\ /

\ 7/

~ -

Interaction Design Foundation (IDF)

Shirin Shams | Human computer interaction and privacy | Paderborn Jan 2025 5/31



Human Computer Interaction (HCI) Cycle [12]
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Human Computer Interaction (HCI) Cycle [28]
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- Can you think of methods for the User Research phase?
- What about the User Evaluation phase?
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A Study: Left Alone Facing a
Difficult Choice



Left Alone Facing a Difficult Choice [27]
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Fig. 1: On going trend
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Problem

® |ncrease in collecting users’ data, for e.g.:

® Targeted Advertising
® Dynamic Pricing

® Revenue Optimization
® Product Development
® Customer Support

® Low Privacy Enhancing Technologies (PETs) Adoption, beacause of e.g.:
Users’ general uncertainty [16]

Users’' unfamiliarity with PETs [24, 29, 22]

Users’ misconceptions about security and privacy concepts [16]
PETs' poor usability [10, 19]
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Closer Look

Privacy Enhancing

Interested Individuals .
Technologies

PET

& & PET  pET

g g PET PET
28

For Instance: 80% of the 257 participants of the study conducted by [2] expressed privacy
concerns, while only 6% had installed privacy-preserving applications on their mobile devices.
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Research Question

Research Question: What are the strengths and weaknesses of websites
promoting PETs in supporting individuals in their decisions?
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Methodology

® Personal search - online landscape
® Four PETs
® \Virtual Private Network (VPN)
® Tor
® Private Browser (PB)
® Private Search Engine (PSE)
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Methodology

Expert Analysis

® 69 websites promoting PETs
® Single product
® Comparing product
® 24 criteria in 7 categories, e.g.:

® Technology explanation

® Technology limitation and coverage
® Trust to provider and product

® Usability

® Two experts evaluated and rated websites
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Methodology

Fogg Behaviour Model

- Is anybody familiar with the Fogg Behaviour Model? - Have you ever
thought about why we do some "stuff” and why we do not do some
other ones? - Have you ever wondered why we choose to do certain
things while avoiding others?
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Methodology

Fogg Behaviour Model [11]

Motivation

Fogg Behavior Model

BehaviorModel.org

B=MAP

Prompts
succeed here
Prompts
fail here
©2007 B Fogg
Contact BJ Fogg for permissions
Hard to Do Ab||_|ty Easy to Do
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Result

Single-Product [27]

Table 2. Mean score of 45 single-product websites. The higher the score (the darker

the blue), the better the criterion fulfilled. Z: weighted mean, - : not applicable.

Categories
Technology Trust Information Usability
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Findings

Multiple |

Table 4. Mean score of 24 comparing-product websites. The higher the score (the darker
the blue), the better the criterion fulfilled. Z : weighted mean.

Categories
Technolog; Trust Information Usability Comparison
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Findings

Accessibility [27]

Table 6. Mean score of observed accessibility issues

Number of
. Issues Impact
websites PETs Sum
High|Medium|Low

26 VPN 22 33 143 || 198
11 Tor 16 17 82 115
12 PB 20 27 97 || 144
20 PSE 12 25 62 99

| 69 | T | 18 ] 27 [ 73] 147 |
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* LOGO Home Blog About Us Contact
Provider
PET1 < How to Install?
Technical skill Installation Each time usage
[ ] 5-10 min 2-5click
Easiness

All you need to know Readin5min Easiness

How PET1works? Explanation
A user-friendly explanation of how the technology works, best presented through an
informative video or visual demonstration. More about functionality

What PET1can do? Coverage
An objective explanation of what the PET can do. It can be accompanied by stories and
examples. More about coverage

What PET1can not do? Limitation
An objective explanation of what the PET cannot do. It can be accompanied by stories and
examples. More about limitation

What should | compromise? Shesd

An explanation of potential effects on the user interaction, such as the speed reduction and
changes in the search results.

How you can trust us and our product? Product, trust
Evidence or explanation of the trustworthiness of the product and provider, such as revenue

ownload

2099 €
per month
15.99€
per month per person (friends & family plan)

Interpersonal

Price

Or watch in 4 min

>

Or listen in 6 min

[ 2

Presentation variety
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* LOGO Home Blog About Us Contact A

Provider

What should | consider when choosing PET?  Keybenchmarks

L . Written by
« Communicating the key elements users should look into

Th i d b hei Dr Science Science
e goal is to educate users about the important aspects Updated 01.01.2024

Provider

Comparison Table Snapshot

Provider- . . Price
PET Feature PET Feature Devices Free Trial

Jurisdiction per month

Product, trust Price
PET1* % 4,8(1002) PET Company- VPN: Number PSE: Search mEw Basic version 10€p\m
More about PET 1 Italy of server results resource Up to 5 device 7€p\m
Review per product group plan
PET1 % 3,0 (300) Open source- VPN: Number PSE: Search H ] 7 days 10-20 € p\m
~ Rating per product  Unknown of server results resource Up to 7 device
PET1 % 1,5 (500) PET Company- VPN: Number PSE: Search ‘ L] 1month 7-21€ p\m
More about PET 1 USA of server results resource Up to 2 device
PET1 % 3,0(30) PET Company- VPN: Number PSE: Search = '] Basic version 10 € p\m
More about PET 1 Germany of server results resource Up to 8 device

* PET1s are different products of one PET type, for example, different VPN products.
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Back to the beginning

Interested Individuals Privacy Enha|_1cmg
Technologies
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A Question!




Question!
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Based on what we've learned together, to which stage of the human-computer interaction
cycle does this study belong?
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| interviewed a group of privacy and security expert to learn how they might support
citizens in enhancing their online privacy and making informed decisions.
To which stage of the human-computer interaction cycle does this study belong?
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| plan to recruit members of the general public to visit our lab and interact with various
websites that promote PETs, aiming to study these interactions.
To which stage of the human-computer interaction cycle does this study belong?
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Feedback

Thanks For Your Attention

Comments and Questions Are Welcome
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